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CVE CVE-2023-29374
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-05 02:15:00 UTC
Updated 2023-04-17 16:57:00 UTC
Description In LangChain through 0.0.131, the LLMMathChain chain allows prompt injection attacks that can execute arbitrary code via

/ ]
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Langchain Langchain All All All All
Reference

Patch LLMMathChain exec vulnerability by zachschillaci27 - Pull Request #1119 - hwchase17/langchain - GitHub

Exploiting lIm-math (and likely PAL) and suggesting and alternative - Issue #814 - hwchase17/langchain - GitHub

Security concerns - Issue #1026 - hwchase17/langchain - GitHub

Rich Harang (@rharang@mastodon.social) on Twitter: "this is why we can't have nice things. A langchain LLM agent for solving math problen
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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