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CVE-2023-29419

Source: Mitre

CVSS:31/AVN/AC:L/PRN/ULR/S:UCN/:N/AH

CVE-2023-29419 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as

Source: NIST

CVE.ORG Print: PDF %5

Certain versions of Bzip3 from Bzip3 Project contain the following
vulnerability:

An issue was discovered in libbzip3.a in bzip3 before 1.2.3. There is a
bz3_decode_block out-of-bounds read.

severity.

CVSSS3 Score: 6.5- MEDIUM

Attack
Vector

NETWORK

Scope

Attack Privileges User
Complexity Required Interaction
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

Description

Comparing 1.2.2...1.2.3 -
kspalaiologos/bzip3 - GitHub

[SECURITY] Fedora 36
Update: bzip3-1.3.0-1.fc36 -
package-announce - Fedora
Mailing-Lists

[SECURITY] Fedora 38
Update: bzip3-1.3.0-1.fc38 -
package-announce - Fedora
Mailing-Lists

[SECURITY] Fedora 37
Update: bzip3-1.3.0-1.fc37 -
package-announce - Fedora

Mailina-l iete

[ NONE | [ NONE | [ HIGH |
CVE References

Tags Link

github.com
text/html

FEDORA FEDORA-2023-3a821e6673

) MISC github.com/kspalaiologos/bzip3/compare/1.2.2...1.2.3

FEDORA FEDORA-2023-3589ad1c55
=

FEDORA FEDORA-2023-c08f9dfc16
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mRLE: decoding bounds - [ github.com | ) MisC

kspalaiologos/bzip3@8ec8ce7 github.com/kspalaiologos/bzip3/commit/8ec8ce7d3d58bf42dabc4 7e4cc53aa27051bd
- GitHub

multiple crashes from fuzzing - [EITTEETH ) MISC github.com/kspalaiologos/bzip3/issues/92

Issue #92 - text/html

kspalaiologos/bzip3 - GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Related QID Numbers

183456 Debian Security Update for bzip3 (CVE-2023-29419)

283885 Fedora Security Update for bzip3 (FEDORA-2023-32821e6e73)
283886 Fedora Security Update for bzip3 (FEDORA-2023-c08f9dfc16)

284197 Fedora Security Update for bzip3 (FEDORA-2023-3589ad1c55)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Bzip3 Project Bzip3 All All All All

ak kKK kK Lk Lk

cpe:2.3:a:bzip3_project:bzip3: ¥k

No vendor comments have been submitted for this CVE
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