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Summary

CVE CVE-2023-29443

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-26 21:15:00 UTC

Updated 2023-06-26 17:15:00 UTC

Description Zoho ManageEngine ServiceDesk Plus before 14105, ServiceDesk Plus MSP before 14200, SupportCenter Plus before 14200, and AssetExplorer before 6989 allow SDAdmin attackers to conduct XXE attacks via a crafted server that sends malformed XML from a Reports integration API endpoint.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Assetexplorer 6.9 6980 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6981 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6982 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6983 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6984 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6985 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6986 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6987 All All

Application Zohocorp Manageengine Assetexplorer 6.9 6988 All All

Application Zohocorp Manageengine Servicedesk Plus All All All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 - All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14100 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14101 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14102 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14103 All All

Application Zohocorp Manageengine Servicedesk Plus 14.1 14104 All All

Application Zohocorp Manageengine Servicedesk Plus Msp All All All All
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Application Zohocorp Manageengine Servicedesk Plus Msp All All All All

Application Zohocorp Manageengine Servicedesk Plus Msp 14.0 14000 All All

Application Zohocorp Manageengine Servicedesk Plus Msp 14.0 14001 All All

Application Zohocorp Manageengine Supportcenter Plus All All All All

Application Zohocorp Manageengine Supportcenter Plus 14.0 14000 All All

Application Zohocorp Manageengine Supportcenter Plus 14.0 14001 All All

References

Reference Source Link Tags

ManageEngine security advisory MISC www.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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