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Summary

CVE CVE-2023-29449

State PUBLIC

Assigner security@zabbix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-13 09:15:00 UTC

Updated 2023-07-25 14:54:00 UTC

Description JavaScript preprocessing, webhooks and global scripts can cause uncontrolled CPU, memory, and disk I/O utilization. Preprocessing/webhook/global script configuration and testing are only available to Administrative roles (Admin and Superadmin). Administrative privileges should be typically granted to users who need to perform tasks that require more control over the system. The security risk is limited because not all users have this level of access.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zabbix Zabbix 6.4.0 alpha1 All All

Application Zabbix Zabbix 6.4.0 beta1 All All

Application Zabbix Zabbix 6.4.0 beta2 All All

Application Zabbix Zabbix 6.4.0 beta3 All All

Application Zabbix Zabbix 6.4.0 beta4 All All

Application Zabbix Zabbix 6.4.0 beta5 All All

Application Zabbix Zabbix 6.4.0 beta6 All All

Application Zabbix Zabbix 6.4.0 rc2 All All

Application Zabbix Zabbix 6.4.0 rc3 All All

Application Zabbix Zabbix 6.4.0 rc4 All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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