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Summary

CVE CVE-2023-29451

State PUBLIC

Assigner security@zabbix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-13 10:15:00 UTC

Updated 2023-08-22 19:16:00 UTC

Description Specially crafted string can cause a buffer overrun in the JSON parser library leading to a crash of the Zabbix Server or a Zabbix Proxy.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zabbix Zabbix 6.4.0 alpha1 All All

Application Zabbix Zabbix 6.4.0 beta1 All All

Application Zabbix Zabbix 6.4.0 beta2 All All

Application Zabbix Zabbix 6.4.0 beta3 All All

Application Zabbix Zabbix 6.4.0 beta4 All All

Application Zabbix Zabbix 6.4.0 beta5 All All

Application Zabbix Zabbix 6.4.0 beta6 All All

Application Zabbix Zabbix 6.4.0 rc2 All All

Application Zabbix Zabbix 6.4.0 rc3 All All

Application Zabbix Zabbix 6.4.0 rc4 All All

Application Zabbix Zabbix All All All All

Application Zabbix Zabbix All All All All

References

Reference Source

[SECURITY] [DLA 3538-1] zabbix security update MISC

[ZBX-22587] JSONPath uses uninitialised buffer if JSON string contains invalid unicode character (CVE-2023-29451) - ZABBIX SUPPORT MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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