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Summary

CVE CVE-2023-29479

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-24 15:15:00 UTC

Updated 2023-05-03 16:56:00 UTC

Description Ribose RNP before 0.16.3 may hang when the input is malformed.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ribose Rnp All All All All

References

Reference Source Link Tags

RNP version 0.16.3 released | RNP MISC www.rnpgp.org

RA-2023-04-11: Security vulnerabilities fixed in RNP 0.16.3 | Ribose CNA MISC cve.ribose.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160550 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-1802)

160552 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-1806)

160555 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-1809)

181749 Debian Security Update for thunderbird (DSA 5392-1)

181752 Debian Security Update for thunderbird (DLA 3400-1)
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https://cve.report/CVE-2023-29479/mitre
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https://www.rnpgp.org/blog/2023-04-13-rnp-release-0-16-3/
https://cve.ribose.com/advisories/ra-2023-04-11/
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CVE.report and Source URL Uptime Status status.cve.report

183590 Debian Security Update for thunderbirdrnp (CVE-2023-29479)

199283 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-6015-1)

241350 Red Hat Update for thunderbird (RHSA-2023:1802)

241351 Red Hat Update for thunderbird (RHSA-2023:1811)

241352 Red Hat Update for thunderbird (RHSA-2023:1810)

241353 Red Hat Update for thunderbird (RHSA-2023:1804)

241354 Red Hat Update for thunderbird (RHSA-2023:1806)

241355 Red Hat Update for thunderbird (RHSA-2023:1809)

241621 Red Hat Update for thunderbird (RHSA-2023:1803)

241645 Red Hat Update for thunderbird (RHSA-2023:1805)

257235 CentOS Security Update for thunderbird (CESA-2023:1806)

283928 Fedora Security Update for rnp (FEDORA-2023-0b5ccd1812)

283929 Fedora Security Update for rnp (FEDORA-2023-609db87741)

284182 Fedora Security Update for rnp (FEDORA-2023-cf4df6380b)

354912 Amazon Linux Security Advisory for thunderbird : ALAS2-2023-2028

378387 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-15)

940981 AlmaLinux Security Update for thunderbird (ALSA-2023:1802)

940986 AlmaLinux Security Update for thunderbird (ALSA-2023:1809)

960919 Rocky Linux Security Update for thunderbird (RLSA-2023:1809)

960920 Rocky Linux Security Update for thunderbird (RLSA-2023:1802)
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