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CVE-2023-29527 - advisory for GHSA-jgrg-qvpp-9vwr
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assauvmncurrumsucairan — Gertain versions of Xwiki from Xwiki contain the following vulnerability:

XWiki Platform is a generic wiki platform offering runtime services for
applications built on top of it. In affected versions a user without script
or programming right may edit a user profile (or any other document)
with the wiki editor and add groovy script content. Viewing the
document after saving it will execute the groovy script in the server
context which provides code execution. This vulnerability has been
patched in XWiki 15.0-rc-1 and 14.10.3. Users are advised to upgrade. There are no known
workarounds for this issue.

CVE-2023-29527 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: ) xwiki - xwiki-platform version = >= 7.4.4, < 14.10.3

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link

Loading... € MISC jira.xwiki.org/browse/XWIKI-20423

Privilege escalation (PR)/RCE from account through AWM view sheet - ) MISC github.com/xwiki/xwiki-

Advisory - xwiki/xwiki-platform - GitHub platform/security/advisories/GHSA-jgrg-qvpp-

9vwr

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

cpe:2.3:a:xwiki:xwiki: e

No vendor comments have been submitted for this CVE
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