
CVE-2023-29530
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-29530

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-24 20:15:00 UTC

Updated 2023-05-05 13:58:00 UTC

Description Laminas Diactoros provides PSR HTTP Message implementations. In versions 2.18.0 and prior, 2.19.0, 2.20.0, 2.21.0, 2.22.0, 2.23.0, 2.24.0, and 2.25.0, users who create HTTP requests or responses using laminas/laminas-diactoros, when providing a newline at the start or end of a header key or value, can cause an invalid message. This can lead to denial of service vectors or application errors. The problem has been patched in following versions 2.18.1, 2.19.1, 2.20.1, 2.21.1, 2.22.1, 2.23.1, 2.24.1, and 2.25.1. As a workaround, validate HTTP header keys and/or values, and if using user-supplied values, filter them to strip off leading or trailing newline characters before calling `withHeader()`.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 38 All All All

Application Getlaminas Laminas-diactoros All All All All

Application Getlaminas Laminas-diactoros 2.19.0 All All All

Application Getlaminas Laminas-diactoros 2.20.0 All All All

Application Getlaminas Laminas-diactoros 2.21.0 All All All

Application Getlaminas Laminas-diactoros 2.22.0 All All All

Application Getlaminas Laminas-diactoros 2.23.0 All All All

Application Getlaminas Laminas-diactoros 2.24.0 All All All

Application Getlaminas Laminas-diactoros 2.25.0 All All All

Application Guzzlephp Psr-7 All All All All

References

Reference Source Link

[SECURITY] Fedora 38 Update: php-laminas-diactoros2-2.25.2-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

Improper header name validation in guzzlehttp/psr7 · CVE-2023-29197 · GitHub Advisory Database · GitHub MISC github.com

HTTP Multiline Header Termination · Advisory · laminas/laminas-diactoros · GitHub MISC github.com
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No vendor comments have been submitted for this CVE.
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