=

CVE-2023-2953

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2023-29531
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-19 10:15:00 UTC
Updated 2023-06-27 08:28:00 UTC
Description An attacker could have caused an out of bounds memory access using WebGL APls, leading to memory corruption and a ¢
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Macos - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All

Reference Source Link Taq
Security Vulnerabilities fixed in Firefox 112, Firefox for Android 112, Focus for Android 112 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org
Security Vulnerabilities fixed in Firefox ESR 102.10 — Mozilla MISC www.mozilla.org
Security Vulnerabilities fixed in Thunderbird 102.10 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG www.cve.org car
NVD vulnerability detail NVD nvd.nist.gov car
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-29531/mitre
https://cve.report/CVE-2023-29531/nist
https://cve.report/CVE-2023-29531/cve_org
https://cve.report/CVE-2023-29531.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://www.mozilla.org/security/advisories/mfsa2023-13/
https://bugzilla.mozilla.org/show_bug.cgi?id=1794292
https://www.mozilla.org/security/advisories/mfsa2023-14/
https://www.mozilla.org/security/advisories/mfsa2023-15/
https://www.cve.org/CVERecord?id=CVE-2023-29531
https://nvd.nist.gov/vuln/detail/CVE-2023-29531

296100 Oracle Solaris 11.4 Support Repository Update (SRU) 58.144.3 Missing (CPUAPR2023)

378383 Mozilla Firefox Multiple Vulnerabilities (MFSA2023-13)

378384 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2023-14)

378387 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-15)

503446 Alpine Linux Security Update for firefox-esr

506054 Alpine Linux Security Update for firefox-esr

753906 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:1819-1)

753907 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:1817-1)

753909 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:1855-1)
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