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Summary

CVE CVE-2023-29538

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-02 17:15:00 UTC

Updated 2023-06-21 15:18:00 UTC

Description Under specific circumstances a WebExtension may have received a <code>jar:file:///</code> URI instead of a <code>moz-extension:///</code> URI during a load request. This leaked directory paths on the user's machine. This vulnerability affects Firefox for Android < 112, Firefox < 112, and Focus for Android < 112.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Focus All All All All

References

Reference Source Link Tags

Security Vulnerabilities fixed in Firefox 112, Firefox for Android 112, Focus for Android 112 — Mozilla MISC www.mozilla.org

Access Denied MISC bugzilla.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199282 Ubuntu Security Notification for Firefox Vulnerabilities (USN-6010-1)

378383 Mozilla Firefox Multiple Vulnerabilities (MFSA2023-13)

630891 For ios Vulnerability CVE-2023-29538

https://cve.report/
https://cve.report/CVE-2023-29538/mitre
https://cve.report/CVE-2023-29538/nist
https://cve.report/CVE-2023-29538/cve_org
https://cve.report/CVE-2023-29538.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/focus
https://www.mozilla.org/security/advisories/mfsa2023-13/
https://bugzilla.mozilla.org/show_bug.cgi?id=1685403
https://www.cve.org/CVERecord?id=CVE-2023-29538
https://nvd.nist.gov/vuln/detail/CVE-2023-29538
http://cve.report/qid/199282
http://cve.report/qid/378383
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630891 For ios Vulnerability CVE-2023-29538

710739 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202305-35)

http://cve.report/qid/630891
http://cve.report/qid/710739
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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