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Summary

CVE CVE-2023-29566

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-24 18:15:00 UTC

Updated 2023-05-03 19:45:00 UTC

Description huedawn-tesseract 0.3.3 and dawnsparks-node-tesseract 0.4.0 to 0.4.1 was discovered to contain a remote code execution (RCE) vulnerability via the child_process function.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dawnsparks-node-tesseract Project Dawnsparks-node-tesseract 0.4.0 All All All

Application Dawnsparks-node-tesseract Project Dawnsparks-node-tesseract 0.4.1 All All All

Application Huedawn-tesseract Project Huedawn-tesseract 0.3.0 All All All

References

Reference Source

dawnsparks-node-tesseract - npm MISC

Vulnerability-Reports/report.md at ec3645003c7f8996459b5b24c722474adc2d599f · omnitaint/Vulnerability-Reports · GitHub MISC

exec() to execFile() · rona-dinihari/dawnsparks-node-tesseract@81d1664 · GitHub MISC

GitHub - rona-dinihari/dawnsparks-node-tesseract: Forked from https://github.com/desmondmorris/node-tesseract/ to support tesseract v4. MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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