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cssanvancLranunsueninas  Gertain versions of Glitter Unicorn Wallpaper from Glitter Unicorn
’ Wallpaper Project contain the following vulnerability:

The Glitter Unicorn Wallpaper app for Android 7.0 thru 8.0 allows
unauthorized applications to actively request permission to insert data
into the database that records information about a user's personal
preferences and will be loaded into memory to be read and used when
the application is opened. By injecting data, the attacker can force the
application to load malicious image URLs and display them in the Ul. As the amount of data
increases, it will eventually cause the application to trigger an OOM error and crash, resulting
in a persistent denial of service attack.

CVE-2023-29723 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
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630904 For ios Vulnerability CVE-2023-29723

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Glitter Unicorn Wallpaper Project Glitter Unicorn Wallpaper All All All All

cpe:2.3:a:glitter_unicorn_wallpaper_project:glitter_unicorn_wallpaper:*:*:*:*:*:android:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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