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cssanvuacurnusucan  Gertain versions of Bt21 X Bis Wallpaper from Bt21 X Bis Wallpaper
' Project contain the following vulnerability:

The BT21 x BTS Wallpaper app 12 for Android allows unauthorized
apps to actively request permission to modify data in the database that
records information about a user's personal preferences and will be
loaded into memory to be read and used when the app is opened. An
attacker could tamper with this data to cause an escalation of privilege

attack.

CVE-2023-29724 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link
() MISC bungaakpstudio007.com
Just a moment... A, MISC apkpure.com/cn/bt21-x-bts-wallpaper-hd-
4k/com.bungaakp007.bt21wallpaperoffline130920/download/12-APK
SO-CVEs/CVE detail.md at main - ) MISC github.com/LianKee/SO-CVEs/blob/main/CVEs/CVE-2023-
LianKee/SO-CVEs - GitHub [ text/htmi | 29724/CVE%20detail.md
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

630902 For ios Vulnerability CVE-2023-29724

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Bt21 X Bts Wallpaper Project Bt21 X Bts Wallpaper 12 All All All

cpe:2.3:a:bt21_x_bts_wallpaper_project:bt21_x_bts_wallpaper:12:*:*:*:*:android:*:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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