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CVE CVE-2023-2976
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-14 18:15:00 UTC
Updated 2023-08-18 14:15:00 UTC
Description Use of Java's default temporary directory for file creation in "FileBackedOutputStream™ in Google Guava versions 1.0 to 31.
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Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Guava All All All All
Reference Source L

Security scan reported problem with com.google.common.io.FileBackedOutputStream - Issue #2575 - google/guava - GitHub ~ MISC
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CVE-2023-2976 Guava Vulnerability in NetApp Products | NetApp Product Security MISC <
CVE Program record CVE.ORG v
NVD vulnerability detail NVD r
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

150735 Oracle WebLogic Server Multiple Vulnerabilities (CPU - OCT2023)
20399 Oracle Database 19c Critical OJVM Patch Update - January 2024
20400 Oracle Database 19c Critical Patch Update - January 2024

20401 Oracle Database 21c Critical Patch Update - January 2024
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http://cve.report/qid/150735
http://cve.report/qid/20399
http://cve.report/qid/20400
http://cve.report/qid/20401

242565 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:7637)
355869 Amazon Linux Security Advisory for guava : ALAS2023-2023-305

356787 Amazon Linux Security Advisory for guava : ALAS2023-2023-458

379516 IBM Sterling Secure Proxy Multiple Vulnerabilities (7142038)

731170 Atlassian Confluence Data Center and Server Security Update (CONFSERVER-94510)
754233 SUSE Enterprise Linux Security Update for guava (SUSE-SU-2023:3090-1)

87548 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2023)
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