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Summary

CVE CVE-2023-2986

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-08 02:15:00 UTC

Updated 2023-11-07 04:13:00 UTC

Description The Abandoned Cart Lite for WooCommerce plugin for WordPress is vulnerable to authentication bypass in versions up to, and including, 5.14.2. This is due to insufficient encryption on the user being supplied during the abandoned cart link decode through the plugin. This allows unauthenticated attackers to log in as users who have abandoned the cart, who are typically customers. Further security hardening was introduced in version 5.15.1 that ensures sites are no longer vulnerable through historical check-out links, and additional hardening was introduced in version 5.15.2 that ensured null key values wouldn't permit the authentication bypass.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tychesoftwares Abandoned Cart Lite For Woocommerce All All All All

References

Reference

Abandoned Cart Lite for WooCommerce <= 5.14.2 - Authentication Bypass

Vulnerability fix for hardcoded encryption key. by pinalj · Pull Request #885 · TycheSoftwares/woocommerce-abandoned-cart · GitHub

403 Forbidden

Tyche Softwares Addresses Authentication Bypass Vulnerability in Abandoned Cart Lite for WooCommerce WordPress Plugin

WordPress Abandoned Cart Lite For WooCommerce 5.14.2 Authentication Bypass ≈ Packet Storm

403 Forbidden

403 Forbidden

WordPress Abandoned Cart Lite For WooCommerce 5.14.2 Authentication Bypass ≈ Packet Storm

GitHub - Ayantaker/CVE-2023-2986: Proof of Concept for vulnerability CVE-2023-2986 in 'Abandoned Cart Lite for WooCommerce' Plugin in WordPress

403 Forbidden

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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https://github.com/TycheSoftwares/woocommerce-abandoned-cart/pull/885#issuecomment-1601813615
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