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CVE CVE-2023-2986
State PUBLIC
Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-08 02:15:00 UTC
Updated 2023-11-07 04:13:00 UTC
Description The Abandoned Cart Lite for WooCommerce plugin for WordPress is vulnerable to authentication bypass in versions up to,
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tychesoftwares Abandoned Cart Lite For Woocommerce All All All All
Reference

Abandoned Cart Lite for WooCommerce <= 5.14.2 - Authentication Bypass

Vulnerability fix for hardcoded encryption key. by pinalj - Pull Request #885 - TycheSoftwares/woocommerce-abandoned-cart - GitHub
403 Forbidden

Tyche Softwares Addresses Authentication Bypass Vulnerability in Abandoned Cart Lite for WooCommerce WordPress Plugin
WordPress Abandoned Cart Lite For WooCommerce 5.14.2 Authentication Bypass ~ Packet Storm

403 Forbidden

403 Forbidden

WordPress Abandoned Cart Lite For WooCommerce 5.14.2 Authentication Bypass ~ Packet Storm

GitHub - Ayantaker/CVE-2023-2986: Proof of Concept for vulnerability CVE-2023-2986 in 'Abandoned Cart Lite for WooCommerce' Plugin in \
403 Forbidden

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-2986/mitre
https://cve.report/CVE-2023-2986/nist
https://cve.report/CVE-2023-2986/cve_org
https://cve.report/CVE-2023-2986.pdf
http://cve.report/vendor/tychesoftwares
http://cve.report/software/tychesoftwares/abandoned_cart_lite_for_woocommerce
https://www.wordfence.com/threat-intel/vulnerabilities/id/68052614-204f-4237-af0e-4b8210ebd59f?source=cve
https://github.com/TycheSoftwares/woocommerce-abandoned-cart/pull/885#issuecomment-1601813615
https://plugins.trac.wordpress.org/browser/woocommerce-abandoned-cart/trunk/woocommerce-ac.php?rev=2916178#L1800
https://www.wordfence.com/blog/2023/06/tyche-softwares-addresses-authentication-bypass-vulnerability-in-abandoned-cart-lite-for-woocommerce-wordpress-plugin/
http://packetstormsecurity.com/files/173018/WordPress-Abandoned-Cart-Lite-For-WooCommerce-5.14.2-Authentication-Bypass.html
https://plugins.trac.wordpress.org/browser/woocommerce-abandoned-cart/trunk/woocommerce-ac.php#L1815
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2925274%2540woocommerce-abandoned-cart&new=2925274%2540woocommerce-abandoned-cart&sfp_email=&sfph_mail=
http://packetstormsecurity.com/files/172966/WordPress-Abandoned-Cart-Lite-For-WooCommerce-5.14.2-Authentication-Bypass.html
https://github.com/Ayantaker/CVE-2023-2986
https://plugins.trac.wordpress.org/changeset/2922242/
https://www.cve.org/CVERecord?id=CVE-2023-2986
https://nvd.nist.gov/vuln/detail/CVE-2023-2986
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