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/
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psirt@lenovo.com

CVE Program / NVD first with legacy fallback

2023-06-26 20:15:00 UTC

2023-07-05 17:30:00 UTC

A valid, authenticated user with limited privileges may be able to use specifically crafted web management server API calls

Risk And Classification

Problem Types: CWE-281

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Vendor  Product Version
Lenovo  Nextscale N1200 Enclosure -
Lenovo Nextscale N1200 Enclosure Firmware All
Lenovo  Thinkagile Cp-cb-10 -
Lenovo  Thinkagile Cp-cb-10e -
Lenovo Thinkagile Cp-cb-10e Firmware All
Lenovo  Thinkagile Cp-cb-10 Firmware All
Lenovo  Thinkagile Hx Enclosure Certified Node -
Lenovo Thinkagile Hx Enclosure Certified Node Firmware All
Lenovo  Thinkagile Vx Enclosure -
Lenovo  Thinkagile Vx Enclosure Firmware All
Lenovo  Thinksystem D2 Enclosure -
Lenovo  Thinksystem D2 Enclosure Firmware All
Lenovo  Thinksystem Da240 Enclosure -
Lenovo  Thinksystem Da240 Enclosure Firmware All
Lenovo  Thinksystem Dw612 Enclosure -
Lenovo  Thinksystem Dw612 Enclosure Firmware All

Update Edition
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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