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Summary

CVE CVE-2023-29984

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-11 20:15:00 UTC

Updated 2023-11-07 04:11:00 UTC

Description Null pointer dereference vulnerability exists in multiple vendors MFPs and printers which implement Debut web server 1.2 or 1.3. Processing a specially crafted request may lead an affected product to a denial-of-service (DoS) condition. As for the affected products/models/versions, see the detailed information provided by each vendor.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Brother Dcp-1610w - All All All

Hardware Brother Dcp-1610we - All All All

Operating System Brother Dcp-1610we Firmware All All All All

Hardware Brother Dcp-1610wr - All All All

Operating System Brother Dcp-1610wr Firmware All All All All

Hardware Brother Dcp-1610wvb - All All All

Operating System Brother Dcp-1610wvb Firmware All All All All

Operating System Brother Dcp-1610w Firmware All All All All

Hardware Brother Dcp-1612w - All All All

Hardware Brother Dcp-1612we - All All All

Operating System Brother Dcp-1612we Firmware All All All All

Hardware Brother Dcp-1612wr - All All All

Operating System Brother Dcp-1612wr Firmware All All All All

Hardware Brother Dcp-1612wvb - All All All

Operating System Brother Dcp-1612wvb Firmware All All All All

Operating System Brother Dcp-1612w Firmware All All All All

Hardware Brother Dcp-1615nw - All All All
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Hardware Brother Dcp-1615nw - All All All

Operating System Brother Dcp-1615nw Firmware All All All All

Hardware Brother Dcp-1616nw - All All All

Operating System Brother Dcp-1616nw Firmware All All All All

Hardware Brother Dcp-1617nw - All All All

Operating System Brother Dcp-1617nw Firmware All All All All

Hardware Brother Dcp-1618w - All All All

Operating System Brother Dcp-1618w Firmware All All All All

Hardware Brother Dcp-1622we - All All All

Operating System Brother Dcp-1622we Firmware All All All All

Hardware Brother Dcp-1623we - All All All

Operating System Brother Dcp-1623we Firmware All All All All

Hardware Brother Dcp-1623wr - All All All

Operating System Brother Dcp-1623wr Firmware All All All All

Hardware Brother Dcp-7180dn - All All All

Operating System Brother Dcp-7180dn Firmware All All All All

Hardware Brother Dcp-j4120dw - All All All

Operating System Brother Dcp-j4120dw Firmware All All All All

Hardware Brother Dcp-j4220n-b - All All All

Operating System Brother Dcp-j4220n-b Firmware All All All All

Hardware Brother Dcp-j4220n-w - All All All

Operating System Brother Dcp-j4220n-w Firmware All All All All

Hardware Brother Dcp-j4225n-b - All All All

Operating System Brother Dcp-j4225n-b Firmware All All All All

Hardware Brother Dcp-j4225n-w - All All All

Operating System Brother Dcp-j4225n-w Firmware All All All All

Hardware Brother Dcp-j562dw - All All All

Operating System Brother Dcp-j562dw Firmware All All All All

Hardware Brother Dcp-j562n - All All All

Operating System Brother Dcp-j562n Firmware All All All All

Hardware Brother Dcp-j567n - All All All

Operating System Brother Dcp-j567n Firmware All All All All

Hardware Brother Dcp-j572dw - All All All

Operating System Brother Dcp-j572dw Firmware All All All All

Hardware Brother Dcp-j572n - All All All

Operating System Brother Dcp-j572n Firmware All All All All
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Hardware Brother Dcp-j577n - All All All

Operating System Brother Dcp-j577n Firmware All All All All

Hardware Brother Dcp-j582n - All All All

Operating System Brother Dcp-j582n Firmware All All All All

Hardware Brother Dcp-j587n - All All All

Operating System Brother Dcp-j587n Firmware All All All All

Hardware Brother Dcp-j762n - All All All

Operating System Brother Dcp-j762n Firmware All All All All

Hardware Brother Dcp-j767n - All All All

Operating System Brother Dcp-j767n Firmware All All All All

Hardware Brother Dcp-j772dw - All All All

Operating System Brother Dcp-j772dw Firmware All All All All

Hardware Brother Dcp-j774dw - All All All

Operating System Brother Dcp-j774dw Firmware All All All All

Hardware Brother Dcp-j785dw - All All All

Operating System Brother Dcp-j785dw Firmware All All All All

Hardware Brother Dcp-j962n - All All All

Operating System Brother Dcp-j962n Firmware All All All All

Hardware Brother Dcp-j963n-b - All All All

Operating System Brother Dcp-j963n-b Firmware All All All All

Hardware Brother Dcp-j963n-w - All All All

Operating System Brother Dcp-j963n-w Firmware All All All All

Hardware Brother Dcp-j968n-b - All All All

Operating System Brother Dcp-j968n-b Firmware All All All All

Hardware Brother Dcp-j968n-w - All All All

Operating System Brother Dcp-j968n-w Firmware All All All All

Hardware Brother Dcp-j972n - All All All

Operating System Brother Dcp-j972n Firmware All All All All

Hardware Brother Dcp-j973n-b - All All All

Operating System Brother Dcp-j973n-b Firmware All All All All

Hardware Brother Dcp-j973n-w - All All All

Operating System Brother Dcp-j973n-w Firmware All All All All

Hardware Brother Dcp-j978n-b - All All All

Operating System Brother Dcp-j978n-b Firmware All All All All

Hardware Brother Dcp-j978n-w - All All All

Operating System Brother Dcp-j978n-w Firmware All All All All
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Operating System Brother Dcp-j978n-w Firmware All All All All

Hardware Brother Dcp-j981n - All All All

Operating System Brother Dcp-j981n Firmware All All All All

Hardware Brother Dcp-j982n-b - All All All

Operating System Brother Dcp-j982n-b Firmware All All All All

Hardware Brother Dcp-j982n-w - All All All

Operating System Brother Dcp-j982n-w Firmware All All All All

Hardware Brother Dcp-j983n - All All All

Operating System Brother Dcp-j983n Firmware All All All All

Hardware Brother Dcp-j987n-b - All All All

Operating System Brother Dcp-j987n-b Firmware All All All All
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Hardware Brother Hl-l2305w - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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