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Summary

CVE CVE-2023-30086

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-09 16:15:00 UTC

Updated 2023-06-16 15:15:00 UTC

Description Buffer Overflow vulnerability found in Libtiff V.4.0.7 allows a local attacker to cause a denial of service via the tiffcp function in tiffcp.c.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff 4.0.7 All All All

References

Reference Source Link Tags

tiffcp.com MISC tiffcp.com

CVE-2023-30086 Libtiff Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Heap buffer overflow in tiffcp() at tiffcp.c:784 (#538) · Issues · libtiff / libtiff · GitLab MISC gitlab.com

libtiff-release-v4-0-7.com MISC libtiff-release-v4-0-7.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183449 Debian Security Update for tiff (CVE-2023-30086)

296101 Oracle Solaris 11.4 Support Repository Update (SRU) 59.138.2 Missing (CPUJUL2023)
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https://security.netapp.com/advisory/ntap-20230616-0003/
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https://www.cve.org/CVERecord?id=CVE-2023-30086
https://nvd.nist.gov/vuln/detail/CVE-2023-30086
http://cve.report/qid/183449
http://cve.report/qid/296101
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