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CVE CVE-2023-30122
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-05 02:15:08 UTC
Updated 2026-03-30 18:15:59 UTC
Description An arbitrary file upload vulnerability in the component /admin/ajax.php?action=save_menu of Online Food Ordering System

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-434 | n/a | CWE-434 CWE-434 Unrestricted Upload of File with
Dangerous Type

Version Source Type Score Severity  Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 ADP DECLARED 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bccO  Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2023-30122/mitre
https://cve.report/CVE-2023-30122/nist
https://cve.report/CVE-2023-30122/cve_org
https://cve.report/CVE-2023-30122.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oretnom23 Online Food Ordering System 2.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link Tags

bug_report/RCE-1.md at main - xtxxueyan/bug_report - GitHub  af854a3a-2127-422b-91ae-364da2661108 github.com Exploit
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, anal

el

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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