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Summary

CVE CVE-2023-3018

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-31 15:15:00 UTC

Updated 2023-12-20 01:37:00 UTC

Description A vulnerability was found in SourceCodester Lost and Found Information System 1.0. It has been declared as critical. This vulnerability affects unknown code of the file /admin/?page=user/list. The manipulation leads to improper access controls. The attack can be initiated remotely. The exploit has been disclosed to the public and may be used. VDB-230362 is the identifier assigned to this vulnerability.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lost And Found Information System Project Lost And Found Information System 1.0 All All All

Application Oretnom23 Lost And Found Information System 1.0 All All All

References

Reference

Login required

Lost And Found Information System 1.0 Broken Access Control / Privilege Escalation ≈ Packet Storm

CVE-2023-3018: SourceCodester Lost and Found Information System access control

Lost and Found Information System v1.0 — Broken Access Control — CVE-2023–3018 (Authenticated) | by Akash Pandey | May, 2023 | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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