
CVE-2023-3024
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-3024

State PUBLIC

Assigner product-security@silabs.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-29 17:15:00 UTC

Updated 2023-10-06 13:22:00 UTC

Description Forcing the Bluetooth LE stack to segment 'prepare write response' packets can lead to an out-of-bounds memory access.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Aqt1000 - All All All

Hardware Qualcomm Csrb31024 - All All All

Hardware Qualcomm Wcd9370 - All All All

Hardware Qualcomm Wcd9375 - All All All

Hardware Qualcomm Wcd9380 - All All All

Hardware Qualcomm Wcd9385 - All All All

Hardware Qualcomm Wsa8830 - All All All

Hardware Qualcomm Wsa8835 - All All All

Application Silabs Gecko Software Development Kit All All All All

References

Reference Source Link

github.com/SiliconLabs/gecko_sdk MISC github.com

siliconlabs.lightning.force.com/sfc/servlet.shepherd/document/download/0698Y00000ViQvHQAV MISC siliconlabs.lightning.force.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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