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Summary

CVE CVE-2023-30367

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-26 21:15:00 UTC

Updated 2023-08-04 14:53:00 UTC

Description Multi-Remote Next Generation Connection Manager (mRemoteNG) is free software that enables users to store and manage multi-protocol connection configurations to remotely connect to systems. mRemoteNG configuration files can be stored in an encrypted state on disk. mRemoteNG version <= v1.76.20 and <= 1.77.3-dev loads configuration files in plain text into memory (after decrypting them if necessary) at application start-up, even if no connection has been established yet. This allows attackers to access contents of configuration files in plain text through a memory dump and thus compromise user credentials when no custom password encryption key has been set. This also bypasses the connection configuration file encryption setting by dumping already decrypted configurations from memory.

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mremoteng Mremoteng 1.77.2-nb All All All

Application Mremoteng Mremoteng 1.77.3-nb All All All

Application Mremoteng Mremoteng All All All All

References

Reference Source Link

mRemoteNG 1.77.3.1784-NB Sensitive Information Extraction ≈ Packet Storm MISC packetstormsecurity.com

Public Disclosure of issue 726 · Issue #2420 · mRemoteNG/mRemoteNG · GitHub MISC github.com

www.secuvera.de/advisories/secuvera-SA-2023-01.txt MISC www.secuvera.de

GitHub - S1lkys/CVE-2023-30367-mRemoteNG-password-dumper: Original PoC for CVE-2023-30367 MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379270 Multi-Remote Next Generation Connection Manager (mRemoteNG) Password Dumper Vulnerability
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