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Summary

CVE CVE-2023-30383

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 19:15:00 UTC

Updated 2023-11-07 04:13:00 UTC

Description TP-LINK Archer C50v2 Archer C50(US)_V2_160801, TP-LINK Archer C20v1 Archer_C20_V1_150707, and TP-LINK Archer C2v1 Archer_C2_US__V1_170228 were discovered to contain a buffer overflow which may lead to a Denial of Service (DoS) when parsing crafted data.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Archer C20 1 All All All

Operating System Tp-link Archer C20 Firmware 150707 All All All

Hardware Tp-link Archer C2 V1 - All All All

Operating System Tp-link Archer C2 V1 Firmware 170228 All All All

Hardware Tp-link Archer C50 2 All All All

Operating System Tp-link Archer C50 Firmware 160801 All All All

References

Reference Source Link Tags

Download for Archer C50 | TP-Link MISC www.tp-link.com

Download for Archer C50 | TP-Link www.tp-link.com

CVE-2023-30383 · GitHub MISC gist.github.com

WiFi Networking Equipment for Home & Business | TP-Link MISC tplink.com

Download for Archer C50 | TP-Link MISC www.tp-link.com

Download for Archer C2 | TP-Link MISC www.tp-link.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2023-30383/mitre
https://cve.report/CVE-2023-30383/nist
https://cve.report/CVE-2023-30383/cve_org
https://cve.report/api/cve/CVE-2023-30383.json
https://cve.report/CVE-2023-30383.pdf
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/archer_c20
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/archer_c20_firmware
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/archer_c2_v1
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/archer_c2_v1_firmware
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/archer_c50
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/archer_c50_firmware
https://www.tp-link.com/us/support/download/archer-c50/v2/#Firmware
https://www.tp-link.com/us/support/download/archer-c50/v2/#Firmware%2529%252CTPLINK
https://gist.github.com/a2ure123/a4eda2813d85d8b414bb87e855ab4bf8
http://tplink.com
https://www.tp-link.com/us/support/download/archer-c50/v2/#Firmware),TPLINK
https://www.tp-link.com/us/support/download/archer-c2/v1/#Firmware
https://www.cve.org/CVERecord?id=CVE-2023-30383
https://nvd.nist.gov/vuln/detail/CVE-2023-30383


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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