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Summary

CVE CVE-2023-30441

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-29 15:15:00 UTC

Updated 2023-05-09 02:31:00 UTC

Description IBM Runtime Environment, Java Technology Edition IBMJCEPlus and JSSE 8.0.7.0 through 8.0.7.11 components could expose sensitive information using a combination of flaws and configurations. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Infosphere Information Server 11.7 All All All

Application Ibm Java All All All All

Application Ibm Websphere Application Server All All All All

Application Ibm Websphere Application Server - All All All

Application Ibm Websphere Application Server 9.0.0.0 All All All

Application Ibm Z/transaction Processing Facility 1.1 All All All

References

Reference

IBM X-Force Exchange

Security Bulletin: A vulnerability in IBM Java SDK affects IBM InfoSphere Information Server (CVE-2023-30441)

Security Bulletin: A vulnerability in IBM Java Runtime and in IBM Semeru Runtime affects z/Transaction Processing Facility

Security Bulletin:Vulnerability in IBM® Java SDK affects IBM WebSphere Application Server and IBM WebSphere Application Server Liberty due to CVE-2023-30441

Security Bulletin: CVE-2023-30441 affects IBM® SDK, Java™ Technology Edition

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2023-30441/mitre
https://cve.report/CVE-2023-30441/nist
https://cve.report/CVE-2023-30441/cve_org
https://cve.report/CVE-2023-30441.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/infosphere_information_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/java
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/websphere_application_server
http://cve.report/vendor/ibm
http://cve.report/software/ibm/z/transaction_processing_facility
https://exchange.xforce.ibmcloud.com/vulnerabilities/253188
https://www.ibm.com/support/pages/node/6987167
https://www.ibm.com/support/pages/node/6986637
https://www.ibm.com/support/pages/node/6986617
https://www.ibm.com/support/pages/node/6985011
https://www.cve.org/CVERecord?id=CVE-2023-30441
https://nvd.nist.gov/vuln/detail/CVE-2023-30441


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

20383 IBM DB2 Information Disclosure Vulnerability (7066504)

330138 IBM AIX Java Multiple Vulnerabilities (java_may2023_advisory)

754081 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2023:2476-1)

754093 SUSE Enterprise Linux Security Update for java-1_8_0-ibm (SUSE-SU-2023:2491-1)

http://cve.report/qid/20383
http://cve.report/qid/330138
http://cve.report/qid/754081
http://cve.report/qid/754093
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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