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Summary

CVE CVE-2023-30543

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-17 22:15:00 UTC

Updated 2023-05-01 13:16:00 UTC

Description @web3-react is a framework for building Ethereum Apps . In affected versions the `chainId` may be outdated if the user changes chains as part of the connection flow. This means that the value of `chainId` returned by `useWeb3React()` may be incorrect. In an application, this means that any data derived from `chainId` could be incorrect. For example, if a swapping application derives a wrapped token contract address from the `chainId` *and* a user has changed chains as part of their connection flow the application could cause the user to send funds to the incorrect address when wrapping. This issue has been addressed in PR #749 and is available in updated npm artifacts. There are no known workarounds for this issue. Users are advised to upgrade.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Uniswap Web3-react Coinbase-wallet 7.0.0 alpha0 All All

Application Uniswap Web3-react Coinbase-wallet 7.0.1 alpha0 All All

Application Uniswap Web3-react Coinbase-wallet 7.0.2 alpha0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.22 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.23 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.24 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.25 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.26 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.27 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.28 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.29 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.30 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.31 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.32 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.33 beta0 All All

Application Uniswap Web3-react Coinbase-wallet 8.0.34 beta0 All All

Application Uniswap Web3-react Coinbase-wallet All All All All
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Application Uniswap Web3-react Coinbase-wallet All All All All

Application Uniswap Web3-react Eip1193 7.0.0 alpha0 All All

Application Uniswap Web3-react Eip1193 7.0.1 alpha0 All All

Application Uniswap Web3-react Eip1193 7.0.2 alpha0 All All

Application Uniswap Web3-react Eip1193 8.0.0 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.1 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.10 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.11 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.12 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.13 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.14 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.15 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.16 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.17 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.18 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.19 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.2 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.20 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.21 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.22 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.23 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.24 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.25 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.26 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.3 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.4 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.5 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.6 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.7 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.8 beta0 All All

Application Uniswap Web3-react Eip1193 8.0.9 beta0 All All

Application Uniswap Web3-react Eip1193 All All All All

Application Uniswap Web3-react Metamask 8.0.0 beta0 All All

Application Uniswap Web3-react Metamask 8.0.1 beta0 All All

Application Uniswap Web3-react Metamask 8.0.10 beta0 All All

Application Uniswap Web3-react Metamask 8.0.11 beta0 All All
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Application Uniswap Web3-react Metamask 8.0.12 beta0 All All

Application Uniswap Web3-react Metamask 8.0.13 beta0 All All

Application Uniswap Web3-react Metamask 8.0.14 beta0 All All

Application Uniswap Web3-react Metamask 8.0.15 beta0 All All

Application Uniswap Web3-react Metamask 8.0.16 beta0 All All

Application Uniswap Web3-react Metamask 8.0.17 beta0 All All

Application Uniswap Web3-react Metamask 8.0.18 beta0 All All

Application Uniswap Web3-react Metamask 8.0.19 beta0 All All

Application Uniswap Web3-react Metamask 8.0.2 beta0 All All

Application Uniswap Web3-react Metamask 8.0.20 beta0 All All

Application Uniswap Web3-react Metamask 8.0.21 beta0 All All

Application Uniswap Web3-react Metamask 8.0.22 beta0 All All

Application Uniswap Web3-react Metamask 8.0.23 beta0 All All

Application Uniswap Web3-react Metamask 8.0.24 beta0 All All

Application Uniswap Web3-react Metamask 8.0.25 beta0 All All

Application Uniswap Web3-react Metamask 8.0.26 beta0 All All

Application Uniswap Web3-react Metamask 8.0.27 beta0 All All

Application Uniswap Web3-react Metamask 8.0.28 beta0 All All

Application Uniswap Web3-react Metamask 8.0.29 beta0 All All

Application Uniswap Web3-react Metamask 8.0.3 beta0 All All

Application Uniswap Web3-react Metamask 8.0.4 beta0 All All

Application Uniswap Web3-react Metamask 8.0.5 beta0 All All

Application Uniswap Web3-react Metamask 8.0.6 beta0 All All

Application Uniswap Web3-react Metamask 8.0.7 beta0 All All

Application Uniswap Web3-react Metamask 8.0.8 beta0 All All

Application Uniswap Web3-react Metamask 8.0.9 beta0 All All

Application Uniswap Web3-react Metamask All All All All

Application Uniswap Web3-react Walletconnect 7.0.0 alpha0 All All

Application Uniswap Web3-react Walletconnect 7.0.1 alpha0 All All

Application Uniswap Web3-react Walletconnect 7.0.2 alpha0 All All

Application Uniswap Web3-react Walletconnect 8.0.0 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.1 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.10 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.11 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.12 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.13 beta0 All All
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Application Uniswap Web3-react Walletconnect 8.0.13 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.14 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.15 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.16 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.17 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.18 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.19 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.2 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.20 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.21 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.22 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.23 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.24 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.25 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.26 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.27 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.28 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.29 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.3 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.30 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.31 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.32 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.33 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.34 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.35 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.36 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.4 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.5 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.6 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.7 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.8 beta0 All All

Application Uniswap Web3-react Walletconnect 8.0.9 beta0 All All

Application Uniswap Web3-react Walletconnect All All All All

References

Reference Source
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`chainId` may be outdated if user changes chains as part of connection · Advisory · Uniswap/web3-react · GitHub MISC

fix: use up-to-date chainId/accounts when querying EIP1193-derived wallets by zzmp · Pull Request #749 · Uniswap/web3-react · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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