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Summary

CVE CVE-2023-30625

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-16 17:15:00 UTC

Updated 2023-07-31 19:15:00 UTC

Description rudder-server is part of RudderStack, an open source Customer Data Platform (CDP). Versions of rudder-server prior to 1.3.0-rc.1 are vulnerable to SQL injection. This issue may lead to Remote Code Execution (RCE) due to the `rudder` role in PostgresSQL having superuser permissions by default. Version 1.3.0-rc.1 contains patches for this issue.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rudderstack Rudder-server All All All All

References

Reference

fix: always use a sql safe table name in failed events manager by atzoum · Pull Request #2664 · rudderlabs/rudder-server · GitHub

Rudder Server SQL Injection / Remote Code Execution ≈ Packet Storm

fix: properly escape table name when querying for failed events (#2663) · rudderlabs/rudder-server@9c009d9 · GitHub

GHSL-2022-097: SQL injection in rudder-server - CVE-2023-30625 | GitHub Security Lab

fix: changed query to accept user input in prepared sql statement (#2… · rudderlabs/rudder-server@2f956b7 · GitHub

fix: changed query to accept user input in prepared sql statement by deepakrai9185720 · Pull Request #2652 · rudderlabs/rudder-server · GitHub

fix: always use a sql safe table name in failed events manager (#2664) · rudderlabs/rudder-server@0d061ff · GitHub

fix: properly escape table name when querying for failed events by atzoum · Pull Request #2663 · rudderlabs/rudder-server · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2023-30625/mitre
https://cve.report/CVE-2023-30625/nist
https://cve.report/CVE-2023-30625/cve_org
https://cve.report/api/cve/CVE-2023-30625.json
https://cve.report/CVE-2023-30625.pdf
http://cve.report/vendor/rudderstack
http://cve.report/software/rudderstack/rudder-server
https://github.com/rudderlabs/rudder-server/pull/2664
http://packetstormsecurity.com/files/173837/Rudder-Server-SQL-Injection-Remote-Code-Execution.html
https://github.com/rudderlabs/rudder-server/commit/9c009d9775abc99e72fc470f4c4c8e8f1775e82a
https://securitylab.github.com/advisories/GHSL-2022-097_rudder-server/
https://github.com/rudderlabs/rudder-server/commit/2f956b7eb3d5eb2de3e79d7df2c87405af25071e
https://github.com/rudderlabs/rudder-server/pull/2652
https://github.com/rudderlabs/rudder-server/commit/0d061ff2d8c16845179d215bf8012afceba12a30
https://github.com/rudderlabs/rudder-server/pull/2663
https://www.cve.org/CVERecord?id=CVE-2023-30625
https://nvd.nist.gov/vuln/detail/CVE-2023-30625


There are currently no legacy QID mappings associated with this CVE.
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