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CVE CVE-2023-30627
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-04-24 21:15:00 UTC
Updated 2023-05-04 14:02:00 UTC
Description jellyfin-web is the web client for Jellyfin, a free-software media system. Starting in version 10.1.0 and prior to version 10.8.1

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Jellyfin Jellyfin All All All

Language

All

References

Reference Source
Merge pull request from GHSA-89hp-h43h-r5pq - jellyfin/jellyfin-web@b88a595 - GitHub MISC
Stored XSS vulnerability in devices.js - Advisory - jellyfin/jellyfin-web - GitHub MISC
Release 10.8.10 - jellyfin/jellyfin-web - GitHub MISC
Directory traversal + file write causing arbitrary code execution - Advisory - jellyfin/jellyfin - GitHub ~ MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/]

Link Tags
github.com

github.com

github.com

github.com

www.cve.org canonical

nvd.nist.gov  canonical, ar

B |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691152 Free Berkeley Software Distribution (FreeBSD) Security Update for jellyfin (4ee322e9-e363-11ed-b934-b42e991fc52¢e)
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https://cve.report/CVE-2023-30627/nist
https://cve.report/CVE-2023-30627/cve_org
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