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Summary

CVE CVE-2023-30628

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-24 22:15:00 UTC

Updated 2023-05-04 17:53:00 UTC

Description Kiwi TCMS is an open source test management system. In kiwitcms/Kiwi v12.2 and prior and kiwitcms/enterprise v12.2 and prior, the `changelog.yml` workflow is vulnerable to command injection attacks because of using an untrusted `github.head_ref` field. The `github.head_ref` value is an attacker-controlled value. Assigning the value to `zzz";echo${IFS}"hello";#` can lead to command injection. Since the permission is not restricted, the attacker has a write-access to the repository. Commit 834c86dfd1b2492ccad7ebbfd6304bfec895fed2 of the kiwitcms/Kiwi repository and commit e39f7e156fdaf6fec09a15ea6f4e8fec8cdbf751 of the kiwitcms/enterprise repository contain a fix for this issue.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kiwitcms Kiwi Tcms All All All All

References

Reference Source Link Tags

Pass untrusted input via intermediate ENV vars in CI jobs · kiwitcms/enterprise@e39f7e1 · GitHub MISC github.com

Pass untrusted input via intermediate ENV vars in CI jobs · kiwitcms/Kiwi@834c86d · GitHub MISC github.com

Kiwi/changelog.yml at 37bfb87696093ce0393160e2725949185cc0651d · kiwitcms/Kiwi · GitHub MISC github.com

securitylab.github.com/research/github-actions-untrusted-input MISC securitylab.github.com

Command injection vulnerability in changelog.yml CI workflow · Advisory · kiwitcms/Kiwi · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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