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CVE CVE-2023-30630
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2023-04-13 16:15:00 UTC
Updated 2023-09-28 17:54:00 UTC
Description Dmidecode before 3.5 allows -dump-bin to overwrite a local file. This has security relevance because, for example, executic

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nongnu Dmidecode All All

All All

References
Reference Source
dmidecode.git - MISC
GitHub - adamreiser/dmiwrite: Privilege escalation using dmidecode MISC
dmidecode.git - MISC
Dmidecode 3.5 has been released MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
git.savannah.nongnu.org

github.com

git.savannah.nongnu.org
lists.nongnu.org

WWWw.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160927 Oracle Enterprise Linux Security Update for dmidecode (ELSA-2023-5252)

242076 Red Hat Update for dmidecode (RHSA-2023:5252)

378920 Alibaba Cloud Linux Security Update for dmidecode (ALINUX3-SA-2023:0121)


https://cve.report/
https://cve.report/CVE-2023-30630/mitre
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https://cve.report/CVE-2023-30630/cve_org
https://cve.report/api/cve/CVE-2023-30630.json
https://cve.report/CVE-2023-30630.pdf
http://cve.report/vendor/nongnu
http://cve.report/software/nongnu/dmidecode
https://git.savannah.nongnu.org/cgit/dmidecode.git/commit/?id=d8cfbc808f387e87091c25e7d5b8c2bb348bb206
https://github.com/adamreiser/dmiwrite
https://git.savannah.nongnu.org/cgit/dmidecode.git/commit/?id=6ca381c1247c81f74e1ca4e7706f70bdda72e6f2
https://lists.nongnu.org/archive/html/dmidecode-devel/2023-03/msg00003.html
https://www.cve.org/CVERecord?id=CVE-2023-30630
https://nvd.nist.gov/vuln/detail/CVE-2023-30630
http://cve.report/qid/160927
http://cve.report/qid/242076
http://cve.report/qid/378920

673189 EulerOS Security Update for dmidecode (EulerOS-SA-2023-2309)

673197 EulerOS Security Update for dmidecode (EulerOS-SA-2023-2329)

673246 EulerOS Security Update for dmidecode (EulerOS-SA-2023-2377)

673251 EulerOS Security Update for dmidecode (EulerOS-SA-2023-2351)

673508 EulerOS Security Update for dmidecode (EulerOS-SA-2023-3123)

673986 EulerOS Security Update for dmidecode (EulerOS-SA-2023-2678)

674023 EulerOS Security Update for dmidecode (EulerOS-SA-2023-2636)

753946 SUSE Enterprise Linux Security Update for dmidecode (SUSE-SU-2023:2044-1)

754017 SUSE Enterprise Linux Security Update for dmidecode (SUSE-SU-2023:2215-1)

906908 Common Base Linux Mariner (CBL-Mariner) Security Update for dmidecode (26138-1)

941253 AlmaLinux Security Update for dmidecode (ALSA-2023:5061)

941261 AlmaLinux Security Update for dmidecode (ALSA-2023:5252)

961019 Rocky Linux Security Update for dmidecode (RLSA-2023:5061)
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