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Summary

CVE CVE-2023-30768

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-12 15:15:00 UTC

Updated 2023-11-07 04:14:00 UTC

Description Improper access control in the Intel(R) Server Board S2600WTT belonging to the Intel(R) Server Board S2600WT Family with the BIOS version 0016 may allow a privileged user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Server Board S1200btl - All All All

Hardware Intel Server Board S1200btlr - All All All

Hardware Intel Server Board S1200btlrm - All All All

Operating System Intel Server Board S1200btlrm Firmware All All All All

Operating System Intel Server Board S1200btlr Firmware All All All All

Operating System Intel Server Board S1200btl Firmware All All All All

Hardware Intel Server Board S1200bts - All All All

Hardware Intel Server Board S1200btsr - All All All

Operating System Intel Server Board S1200btsr Firmware All All All All

Operating System Intel Server Board S1200bts Firmware All All All All

Hardware Intel Server Board S1200v3rpl - All All All

Operating System Intel Server Board S1200v3rpl Firmware All All All All

Hardware Intel Server Board S1200v3rpm - All All All

Operating System Intel Server Board S1200v3rpm Firmware All All All All

Hardware Intel Server Board S1200v3rpo - All All All

Operating System Intel Server Board S1200v3rpo Firmware All All All All

Hardware Intel Server Board S1200v3rps - All All All
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Hardware Intel Server Board S1200v3rps - All All All

Operating System Intel Server Board S1200v3rps Firmware All All All All

Hardware Intel Server Board S1400fp2 - All All All

Operating System Intel Server Board S1400fp2 Firmware All All All All

Hardware Intel Server Board S1400fp4 - All All All

Operating System Intel Server Board S1400fp4 Firmware All All All All

Hardware Intel Server Board S1400sp2 - All All All

Operating System Intel Server Board S1400sp2 Firmware All All All All

Hardware Intel Server Board S1400sp4 - All All All

Operating System Intel Server Board S1400sp4 Firmware All All All All

Hardware Intel Server Board S1600jp2 - All All All

Operating System Intel Server Board S1600jp2 Firmware All All All All

Hardware Intel Server Board S1600jp4 - All All All

Operating System Intel Server Board S1600jp4 Firmware All All All All

Hardware Intel Server Board S2400bb4 - All All All

Operating System Intel Server Board S2400bb4 Firmware All All All All

Hardware Intel Server Board S2400ep2 - All All All

Operating System Intel Server Board S2400ep2 Firmware All All All All

Hardware Intel Server Board S2400ep4 - All All All

Operating System Intel Server Board S2400ep4 Firmware All All All All

Hardware Intel Server Board S2400sc2 - All All All

Operating System Intel Server Board S2400sc2 Firmware All All All All

Hardware Intel Server Board S2600co4 - All All All

Operating System Intel Server Board S2600co4 Firmware All All All All

Hardware Intel Server Board S2600coe - All All All

Hardware Intel Server Board S2600coeioc - All All All

Operating System Intel Server Board S2600coeioc Firmware All All All All

Operating System Intel Server Board S2600coe Firmware All All All All

Hardware Intel Server Board S2600cp2 - All All All

Hardware Intel Server Board S2600cp2ioc - All All All

Operating System Intel Server Board S2600cp2ioc Firmware All All All All

Hardware Intel Server Board S2600cp2j - All All All

Operating System Intel Server Board S2600cp2j Firmware All All All All

Operating System Intel Server Board S2600cp2 Firmware All All All All

Hardware Intel Server Board S2600cp4 - All All All

Hardware Intel Server Board S2600cp4ioc - All All All
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Operating System Intel Server Board S2600cp4ioc Firmware All All All All

Operating System Intel Server Board S2600cp4 Firmware All All All All

Hardware Intel Server Board S2600cw2 - All All All

Hardware Intel Server Board S2600cw2r - All All All

Operating System Intel Server Board S2600cw2r Firmware All All All All

Hardware Intel Server Board S2600cw2s - All All All

Hardware Intel Server Board S2600cw2sr - All All All

Operating System Intel Server Board S2600cw2sr Firmware All All All All

Operating System Intel Server Board S2600cw2s Firmware All All All All

Operating System Intel Server Board S2600cw2 Firmware All All All All

Hardware Intel Server Board S2600cwt - All All All

Hardware Intel Server Board S2600cwtr - All All All

Operating System Intel Server Board S2600cwtr Firmware All All All All

Hardware Intel Server Board S2600cwts - All All All

Hardware Intel Server Board S2600cwtsr - All All All

Operating System Intel Server Board S2600cwtsr Firmware All All All All

Operating System Intel Server Board S2600cwts Firmware All All All All

Operating System Intel Server Board S2600cwt Firmware All All All All

Hardware Intel Server Board S2600gl - All All All

Operating System Intel Server Board S2600gl Firmware All All All All

Hardware Intel Server Board S2600gz - All All All

Operating System Intel Server Board S2600gz Firmware All All All All

Hardware Intel Server Board S2600ip4 - All All All

Hardware Intel Server Board S2600ip4l - All All All

Operating System Intel Server Board S2600ip4l Firmware All All All All

Operating System Intel Server Board S2600ip4 Firmware All All All All

Hardware Intel Server Board S2600jf - All All All

Hardware Intel Server Board S2600jff - All All All

Operating System Intel Server Board S2600jff Firmware All All All All

Hardware Intel Server Board S2600jfq - All All All

Operating System Intel Server Board S2600jfq Firmware All All All All

Operating System Intel Server Board S2600jf Firmware All All All All

Hardware Intel Server Board S2600kp - All All All

Hardware Intel Server Board S2600kpf - All All All

Hardware Intel Server Board S2600kpfr - All All All

Operating System Intel Server Board S2600kpfr Firmware All All All All
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Operating System Intel Server Board S2600kpfr Firmware All All All All

Operating System Intel Server Board S2600kpf Firmware All All All All

Hardware Intel Server Board S2600kpr - All All All

Operating System Intel Server Board S2600kpr Firmware All All All All

Hardware Intel Server Board S2600kptr - All All All

Operating System Intel Server Board S2600kptr Firmware All All All All

Operating System Intel Server Board S2600kp Firmware All All All All

Hardware Intel Server Board S2600tp - All All All

Hardware Intel Server Board S2600tpf - All All All

Hardware Intel Server Board S2600tpfr - All All All

Operating System Intel Server Board S2600tpfr Firmware All All All All

Operating System Intel Server Board S2600tpf Firmware All All All All

Hardware Intel Server Board S2600tpnr - All All All

Operating System Intel Server Board S2600tpnr Firmware All All All All

Hardware Intel Server Board S2600tpr - All All All

Operating System Intel Server Board S2600tpr Firmware All All All All

Operating System Intel Server Board S2600tp Firmware All All All All

Hardware Intel Server Board S2600wp - All All All

Hardware Intel Server Board S2600wpf - All All All

Operating System Intel Server Board S2600wpf Firmware All All All All

Hardware Intel Server Board S2600wpq - All All All

Operating System Intel Server Board S2600wpq Firmware All All All All

Operating System Intel Server Board S2600wp Firmware All All All All

Hardware Intel Server Board S2600wt2 - All All All

Hardware Intel Server Board S2600wt2r - All All All

Operating System Intel Server Board S2600wt2r Firmware All All All All

Operating System Intel Server Board S2600wt2 Firmware All All All All

Hardware Intel Server Board S2600wtt - All All All

Hardware Intel Server Board S2600wttr - All All All

Operating System Intel Server Board S2600wttr Firmware All All All All

Hardware Intel Server Board S2600wtts1r - All All All

Operating System Intel Server Board S2600wtts1r Firmware All All All All

Operating System Intel Server Board S2600wtt Firmware All All All All

Hardware Intel Server Board S4600lh2 - All All All

Operating System Intel Server Board S4600lh2 Firmware All All All All

Hardware Intel Server Board S4600lt2 - All All All
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Operating System Intel Server Board S4600lt2 Firmware All All All All

Hardware Intel Workstation Board W2600cr2 - All All All

Hardware Intel Workstation Board W2600cr2l - All All All

Operating System Intel Workstation Board W2600cr2l Firmware All All All All

Operating System Intel Workstation Board W2600cr2 Firmware All All All All

References

Reference Source Link Tags

INTEL-SA-00056 MISC www.intel.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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