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Summary

CVE CVE-2023-30772

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-16 04:15:00 UTC

Updated 2023-05-03 14:15:00 UTC

Description The Linux kernel before 6.2.9 has a race condition and resultant use-after-free in drivers/power/supply/da9150-charger.c if a physically proximate attacker unplugs a device.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

cdn.kernel.org/pub/linux/kernel/v6.x/ChangeLog-6.2.9 CONFIRM cdn.kernel.org

1210329 – VUL-0: kernel: use after free bug in da9150_charger_remove due to race condition CONFIRM bugzilla.suse.com

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

[SECURITY] [DLA 3403-1] linux security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181768 Debian Security Update for linux (DLA 3403-1)

182992 Debian Security Update for linux (CVE-2023-30772)

199422 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6175-1)
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https://cve.report/CVE-2023-30772/mitre
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https://lists.debian.org/debian-lts-announce/2023/05/msg00006.html
https://www.cve.org/CVERecord?id=CVE-2023-30772
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CVE.report and Source URL Uptime Status status.cve.report

199422 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6175-1)

199437 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6186-1)

199650 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6284-1)

199669 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6301-1)

199670 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6300-1)

378701 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0030)

378710 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0079)

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)

753980 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2151-1)

753981 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2146-1)

753982 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2148-1)

753985 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2162-1)

754005 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2163-1)

754023 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:2232-1)

755851 SUSE Enterprise Linux Security Update for the linux kernel (SUSE-SU-2023:2646-1)

906825 Common Base Linux Mariner (CBL-Mariner) Security Update for hyperv-daemons (26260-1)

906886 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (26309-1)

906929 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (26308-1)
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