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Summary

CVE CVE-2023-30775

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-19 15:15:00 UTC

Updated 2023-07-03 16:15:00 UTC

Description A vulnerability was found in the libtiff library. This security flaw causes a heap buffer overflow in extractContigSamples32bits, tiffcrop.c.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff 4.4.0 All All All

References

Reference Source Link

cve-details MISC access.redhat.com

403 Forbidden CONFIRM security.netapp.com

Heap buffer overflow in extractContigSamples32bits, tiffcrop.c (#464) · Issues · libtiff / libtiff · GitLab MISC gitlab.com

2187141 – (CVE-2023-30775) CVE-2023-30775 libtiff: Heap buffer overflow in extractContigSamples32bits, tiffcrop.c MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160618 Oracle Enterprise Linux Security Update for libtiff (ELSA-2023-2340)

183487 Debian Security Update for tiff (CVE-2023-30775)

241445 Red Hat Update for libtiff (RHSA-2023:2340)

https://cve.report/
https://cve.report/CVE-2023-30775/mitre
https://cve.report/CVE-2023-30775/nist
https://cve.report/CVE-2023-30775/cve_org
https://cve.report/CVE-2023-30775.pdf
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
https://access.redhat.com/security/cve/CVE-2023-30775
https://security.netapp.com/advisory/ntap-20230703-0002/
https://gitlab.com/libtiff/libtiff/-/issues/464
https://bugzilla.redhat.com/show_bug.cgi?id=2187141
https://www.cve.org/CVERecord?id=CVE-2023-30775
https://nvd.nist.gov/vuln/detail/CVE-2023-30775
http://cve.report/qid/160618
http://cve.report/qid/183487
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CVE.report and Source URL Uptime Status status.cve.report

241445 Red Hat Update for libtiff (RHSA-2023:2340)

296101 Oracle Solaris 11.4 Support Repository Update (SRU) 59.138.2 Missing (CPUJUL2023)

356375 Amazon Linux Security Advisory for libtiff : ALAS2023-2023-364

941030 AlmaLinux Security Update for libtiff (ALSA-2023:2340)

http://cve.report/qid/241445
http://cve.report/qid/296101
http://cve.report/qid/356375
http://cve.report/qid/941030
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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