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Summary

CVE CVE-2023-30777

State PUBLIC

Assigner audit@patchstack.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-10 06:15:00 UTC

Updated 2023-05-17 16:42:00 UTC

Description Unauth. Reflected Cross-Site Scripting (XSS) vulnerability in WP Engine Advanced Custom Fields Pro, WP Engine Advanced Custom Fields plugins <= 6.1.5 versions.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Advancedcustomfields Advanced Custom Fields All All All All

Application Advancedcustomfields Advanced Custom Fields All All All All

References

Reference Source Link

WordPress Advanced Custom Fields plugin <= 6.1.5 - Reflected Cross Site Scripting (XSS) vulnerability - Patchstack MISC patchstack.com

WordPress Advanced Custom Fields Pro plugin <= 6.1.5 - Reflected Cross Site Scripting (XSS) vulnerability - Patchstack MISC patchstack.com

Reflected XSS in Advanced Custom Fields Plugins Affecting 2+ Million Sites MISC patchstack.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150684 WordPress Advanced Custom Fields Plugin: Cross-Site Scripting Vulnerability (CVE-2023-30777)

730813 WordPress Plugin Advanced Custom Fields Cross-Site Scripting (XSS) Vulnerability
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