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Summary

CVE CVE-2023-30801

State PUBLIC

Assigner disclosure@vulncheck.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-10 14:15:00 UTC

Updated 2023-11-30 04:15:00 UTC

Description All versions of the qBittorrent client through 4.5.5 use default credentials when the web user interface is enabled. The administrator is not forced to change the default credentials. As of 4.5.5, this issue has not been fixed. A remote attacker can use the default credentials to authenticate and execute arbitrary operating system commands using the "external program" feature in the web user interface. This was reportedly exploited in the wild in March 2023.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qbittorrent Qbittorrent All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 38 Update: qbittorrent-4.6.1-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

QBittorrent Web UI Default Credentials Leads to RCE | VulnCheck Advisories MISC vulncheck.com

[SECURITY] Fedora 39 Update: qbittorrent-4.6.1-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Possible RCE being exploited · Issue #18731 · qbittorrent/qBittorrent · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284779 Fedora Security Update for qbittorrent (FEDORA-2023-185f3e8ad7)

285132 Fedora Security Update for qbittorrent (FEDORA-2023-1bbfc445a2)
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