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Certain versions of Typed-rest-client from Microsoft contain the
following vulnerability:

typed-rest-client is a library for Node Rest and Http Clients with typings
for use with TypeScript. Users of the typed-rest-client library version
1.7.3 or lower are vulnerable to leak authentication data to 3rd parties.
The flow of the vulnerability is as follows: First, send any request with
`BasicCredentialHandler`, `BearerCredentialHandler` or

`PersonalAccessTokenCredentialHandler`. Second, the target host may return a redirection
(3xx), with a link to a second host. Third, the next request will use the credentials to
authenticate with the second host, by setting the `Authorization` header. The expected
behavior is that the next request will *NOT* set the `Authorization` header. The problem was
fixed in version 1.8.0. There are no known workarounds.

CVSS3 Score: 7.5 - HIGH
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NETWORK LOW NONE NONE
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UNCHANGED HIGH NONE NONE

CVE References

Description Tags Link

Potential leak of authentication data to 3rd parties ·
Advisory · microsoft/typed-rest-client · GitHub

github.com

text/html

 MISC github.com/microsoft/typed-rest-
client/security/advisories/GHSA-558p-m34m-vpmq

CVE-2023-30846 Node.js Vulnerability in NetApp
Products | NetApp Product Security

security.netapp.com

text/html

 MISC security.netapp.com/advisory/ntap-20230601-0008/

CVE-2023-30846 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  microsoft - typed-rest-client version = < 1.8.0
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← Previous ID Next ID→

Disable authentications on redirections (#207) ·
microsoft/typed-rest-client@f9ff755 · GitHub

github.com

text/html

 MISC github.com/microsoft/typed-rest-
client/commit/f9ff755631b982ee1303dfc3e3c823d0d31233e8

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Typed-rest-client All All All All

No vendor comments have been submitted for this CVE
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