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Summary

CVE CVE-2023-30847

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-27 15:15:00 UTC

Updated 2023-05-09 18:21:00 UTC

Description H2O is an HTTP server. In versions 2.3.0-beta2 and prior, when the reverse proxy handler tries to processes a certain type of invalid HTTP request, it tries to build an upstream URL by reading from uninitialized pointer. This behavior can lead to crashes or leak of information to back end HTTP servers. Pull request 

Risk And Classification

Problem Types: CWE-824

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dena H2o 2.3.0 beta1 All All

Application Dena H2o 2.3.0 beta2 All All

Application Dena H2o All All All All

References

Reference Source Link Tags

[reverse proxy] invalid memory read by kazuho · Pull Request #3229 · h2o/h2o · GitHub MISC github.com

Merge pull request #3229 from h2o/kazuho/reverse-proxy-invalid-read · h2o/h2o@f010336 · GitHub MISC github.com

invalid memory read in proxy handler · Advisory · h2o/h2o · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691157 Free Berkeley Software Distribution (FreeBSD) Security Update for h2o (4da51989-5a8b-4eb9-b442-46d94ec0802d)
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