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Summary

CVE CVE-2023-30911

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-18 18:15:00 UTC

Updated 2023-10-25 01:24:00 UTC

Description HPE Integrated Lights-Out 5, and Integrated Lights-Out 6 using iLOrest may cause denial of service.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hpe Alletra 4110 - All All All

Hardware Hpe Alletra 4120 - All All All

Hardware Hpe Alletra 4140 - All All All

Hardware Hpe Apollo 2000 System - All All All

Hardware Hpe Apollo 4200 Gen10 Plus System - All All All

Hardware Hpe Apollo 4200 Gen10 Server - All All All

Hardware Hpe Apollo 4510 Gen10 System - All All All

Hardware Hpe Apollo 6500 Gen10 Plus System - All All All

Hardware Hpe Apollo 6500 Gen10 System - All All All

Hardware Hpe Apollo N2600 Gen10 Plus - All All All

Hardware Hpe Apollo N2800 Gen10 Plus - All All All

Hardware Hpe Apollo R2200 Gen10 - All All All

Hardware Hpe Apollo R2600 Gen10 - All All All

Hardware Hpe Apollo R2800 Gen10 - All All All

Hardware Hpe Edgeline E920d Server Blade - All All All

Hardware Hpe Edgeline E920t Server Blade - All All All

Hardware Hpe Edgeline E920 Server Blade - All All All
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Operating System Hpe Integrated Lights-out 5 Firmware All All All All

Operating System Hpe Integrated Lights-out 6 Firmware All All All All

Hardware Hpe Proliant Bl460c Gen10 Server Blade - All All All

Hardware Hpe Proliant Dl110 Gen10 Plus Telco Server - All All All

Hardware Hpe Proliant Dl110 Gen11 - All All All

Hardware Hpe Proliant Dl160 Gen10 Server - All All All

Hardware Hpe Proliant Dl180 Gen10 Server - All All All

Hardware Hpe Proliant Dl20 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl20 Gen10 Server - All All All

Hardware Hpe Proliant Dl20 Gen11 - All All All

Hardware Hpe Proliant Dl320 Gen11 Server - All All All

Hardware Hpe Proliant Dl325 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl325 Gen10 Plus V2 Server - All All All

Hardware Hpe Proliant Dl325 Gen11 Server - All All All

Hardware Hpe Proliant Dl345 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl345 Gen11 Server - All All All

Hardware Hpe Proliant Dl360 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl360 Gen10 Server - All All All

Hardware Hpe Proliant Dl360 Gen11 Server - All All All

Hardware Hpe Proliant Dl365 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl365 Gen11 Server - All All All

Hardware Hpe Proliant Dl380a Gen11 - All All All

Hardware Hpe Proliant Dl380 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl380 Gen10 Server - All All All

Hardware Hpe Proliant Dl380 Gen11 Server - All All All

Hardware Hpe Proliant Dl385 Gen10 Plus Server - All All All

Hardware Hpe Proliant Dl385 Gen10 Plus V2 Server - All All All

Hardware Hpe Proliant Dl385 Gen10 Server - All All All

Hardware Hpe Proliant Dl385 Gen11 Server - All All All

Hardware Hpe Proliant Dl560 Gen10 Server - All All All

Hardware Hpe Proliant Dl560 Gen11 - All All All

Hardware Hpe Proliant Dl580 Gen10 Server - All All All

Hardware Hpe Proliant E910t Server Blade - All All All

Hardware Hpe Proliant E910 Server Blade - All All All

Hardware Hpe Proliant M750 Server Blade - All All All

Hardware Hpe Proliant Microserver Gen10 Plus - All All All
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Hardware Hpe Proliant Microserver Gen10 Plus - All All All

Hardware Hpe Proliant Microserver Gen10 Plus V2 - All All All

Hardware Hpe Proliant Ml110 Gen10 Server - All All All

Hardware Hpe Proliant Ml110 Gen11 - All All All

Hardware Hpe Proliant Ml30 Gen10 Plus Server - All All All

Hardware Hpe Proliant Ml30 Gen10 Server - All All All

Hardware Hpe Proliant Ml30 Gen11 - All All All

Hardware Hpe Proliant Ml350 Gen10 Server - All All All

Hardware Hpe Proliant Ml350 Gen11 Server - All All All

Hardware Hpe Proliant Rl300 Gen11 - All All All

Hardware Hpe Proliant Xl170r Gen10 Server - All All All

Hardware Hpe Proliant Xl190r Gen10 Server - All All All

Hardware Hpe Proliant Xl220n Gen10 Plus Server - All All All

Hardware Hpe Proliant Xl225n Gen10 Plus 1u Node - All All All

Hardware Hpe Proliant Xl230k Gen10 Server - All All All

Hardware Hpe Proliant Xl270d Gen10 Server - All All All

Hardware Hpe Proliant Xl290n Gen10 Plus Server - All All All

Hardware Hpe Proliant Xl2x260w Gen10 Server - All All All

Hardware Hpe Proliant Xl645d Gen10 Plus Server - All All All

Hardware Hpe Proliant Xl675d Gen10 Plus Server - All All All

Hardware Hpe Proliant Xl925g Gen10 Plus 1u 4-node Configure-to-order Server - All All All

Hardware Hpe Synergy 480 Gen10 Compute Module - All All All

Hardware Hpe Synergy 480 Gen10 Plus Compute Module - All All All

Hardware Hpe Synergy 480 Gen11 Compute Module - All All All

Hardware Hpe Synergy 660 Gen10 Compute Module - All All All

References

Reference Source Link Tags

support.hpe.com/hpesc/public/docDisplay MISC support.hpe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730961 Hewlett Packard Enterprise (HPE) Integrated Lights-Out 6 (iLO 6) and Integrated Lights-Out 5 (iLO 5) Denial of Service (DoS)
(HPESBHF04544)
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