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Summary

CVE CVE-2023-30943

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-02 20:15:00 UTC

Updated 2023-11-07 04:14:00 UTC

Description The vulnerability was found Moodle which exists because the application allows a user to control path of the older to create in TinyMCE loaders. A remote user can send a specially crafted HTTP request and create arbitrary folders on the system.

Risk And Classification

Problem Types: CWE-610

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject Extra Packages For Enterprise Linux 7.0 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Moodle Moodle All All All All

References

Reference Source

[SECURITY] Fedora 37 Update: moodle-4.1.3-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 36 Update: moodle-3.11.14-1.fc36 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: moodle-4.1.3-1.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 36 Update: moodle-3.11.14-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 38 Update: moodle-4.1.3-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA

2188605 – (CVE-2023-30943, MSA-23-0014) CVE-2023-30943 moodle: TinyMCE loaders susceptible to Arbitrary Folder Creation MISC

Official Moodle git projects - moodle.git/search MISC

[SECURITY] Fedora 38 Update: moodle-4.1.3-1.fc38 - package-announce - Fedora Mailing-Lists

Moodle.org: MSA-23-0014: TinyMCE loaders susceptible to Arbitrary Folder Creation MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

283970 Fedora Security Update for moodle (FEDORA-2023-49eb814ccc)

283971 Fedora Security Update for moodle (FEDORA-2023-60a90b6e6a)

284153 Fedora Security Update for moodle (FEDORA-2023-0ab503de3d)
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