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Summary

CVE CVE-2023-31046

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-19 14:15:00 UTC

Updated 2023-10-26 17:14:00 UTC

Description A Path Traversal vulnerability exists in PaperCut NG before 22.1.1 and PaperCut MF before 22.1.1. Under specific conditions, this could potentially allow an authenticated attacker to achieve read-only access to the server's filesystem, because requests beginning with "GET /ui/static/..//.." reach getStaticContent in UIContentResource.class in the static-content-files servlet.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Papercut Papercut Mf All All All All

Application Papercut Papercut Ng All All All All

References

Reference Source Link Tags

Authenticated Arbitrary File Download (Path Traversal) · Aura Research Division MISC web.archive.org

URGENT MF/NG vulnerability bulletin (March 2023) | PaperCut | PaperCut MISC www.papercut.com

Authenticated Arbitrary File Download (Path Traversal) · Aura Research Division MISC research.aurainfosec.io

PaperCut NG/MF Security Bulletin (June 2023) | PaperCut MISC www.papercut.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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