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Summary

CVE CVE-2023-31134

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-09 14:15:00 UTC

Updated 2023-05-16 18:28:00 UTC

Description Tauri is software for building applications for multi-platform deployment. The Tauri IPC is usually strictly isolated from external websites, but in versions 1.0.0 until 1.0.9, 1.1.0 until 1.1.4, and 1.2.0 until 1.2.5, the isolation can be bypassed by redirecting an existing Tauri window to an external website. This is either possible by an application implementing a feature for users to visit arbitrary websites or due to a bug allowing the open redirect. This allows the external website access to the IPC layer and therefore to all configured and exposed Tauri API endpoints and application specific implemented Tauri commands. This issue has been patched in versions 1.0.9, 1.1.4, and 1.2.5. As a workaround, prevent arbitrary input in redirect features and/or only allow trusted websites access to the IPC.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tauri Tauri All All All All

References

Reference Source Link Tags

Release tauri v1.1.4 · tauri-apps/tauri · GitHub MISC github.com

Open Redirect Possibly Exposes IPC to External Sites · Advisory · tauri-apps/tauri · GitHub MISC github.com

Release tauri v1.2.5 · tauri-apps/tauri · GitHub MISC github.com

feat(core): block remote URLs from accessing the IPC · tauri-apps/tauri@58ea0b4 · GitHub MISC www.github.com

feat(core): block remote URLs from accessing the IPC · tauri-apps/tauri@fa90214 · GitHub MISC www.github.com

Release tauri v1.0.9 · tauri-apps/tauri · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996213 Rust (Rust) Security Update for tauri (GHSA-4wm2-cwcf-wwvp)
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