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Summary

CVE CVE-2023-31138

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-09 15:15:00 UTC

Updated 2023-05-16 15:35:00 UTC

Description DHIS2 Core contains the service layer and Web API for DHIS2, an information system for data capture. Starting in the 2.36 branch and prior to versions 2.37.9.1, 2.38.3.1, and 2.39.1.2, using object model traversal in the payload of a PATCH request, authenticated users with write access to an object may be able to modify related objects that they should not have access to. DHIS2 implementers should upgrade to a supported version of DHIS2 to receive a patch: 2.37.9.1, 2.38.3.1, or 2.39.1.2. It is possible to work around this issue by blocking all PATCH requests on a reverse proxy, but this may cause some issues with the functionality of built-in applications using legacy PATCH requests.

Risk And Classification

Problem Types: CWE-284 | CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dhis2 Dhis 2 All All All All

References

Reference Source Link Tags

dhis2-releases/ReleaseNote-2.39.1.2.md at master · dhis2/dhis2-releases · GitHub MISC github.com

Improper access control with PATCH requests · Advisory · dhis2/dhis2-core · GitHub MISC github.com

dhis2-releases/ReleaseNote-2.37.9.1.md at master · dhis2/dhis2-releases · GitHub MISC github.com

dhis2-releases/ReleaseNote-2.38.3.1.md at master · dhis2/dhis2-releases · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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