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Summary

CVE CVE-2023-3114

State PUBLIC

Assigner security@hashicorp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-22 22:15:00 UTC

Updated 2023-07-03 19:02:00 UTC

Description Terraform Enterprise since v202207-1 did not properly implement authorization rules for agent pools, allowing the workspace to be targeted by unauthorized agents. This authorization flaw could potentially allow a workspace to access resources from a separate, higher-privileged workspace in the same organization that targeted an agent pool. This vulnerability, CVE-2023-3114, is fixed in Terraform Enterprise v202306-1.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Terraform Enterprise All All All All

References

Reference

HCSEC-2023-18 - Terraform Enterprise Agent Pool Controls Allowed Unauthorized Workspaces to Target an Agent Pool - Security - HashiCorp Discuss

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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