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Summary

CVE CVE-2023-31198

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-13 10:15:00 UTC

Updated 2023-06-22 00:46:00 UTC

Description OS command injection vulnerability exists in Wi-Fi AP UNIT allows. If this vulnerability is exploited, a remote authenticated attacker with an administrative privilege to execute an arbitrary OS command. Affected products and versions are as follows: AC-PD-WAPU v1.05_B04 and earlier, AC-PD-WAPUM v1.05_B04 and earlier, AC-PD-WAPU-P v1.05_B04P and earlier, AC-PD-WAPUM-P v1.05_B04P and earlier, AC-WAPU-300 v1.00_B07 and earlier, AC-WAPUM-300 v1.00_B07 and earlier, AC-WAPU-300-P v1.00_B07 and earlier, and AC-WAPUM-300-P v1.00_B07 and earlier

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Inaba Ac-pd-wapu - All All All

Hardware Inaba Ac-pd-wapu-p - All All All

Operating System Inaba Ac-pd-wapu-p Firmware All All All All

Hardware Inaba Ac-pd-wapum - All All All

Hardware Inaba Ac-pd-wapum-p - All All All

Operating System Inaba Ac-pd-wapum-p Firmware All All All All

Operating System Inaba Ac-pd-wapum Firmware All All All All

Operating System Inaba Ac-pd-wapu Firmware All All All All

Hardware Inaba Ac-wapu-300 - All All All

Hardware Inaba Ac-wapu-300-p - All All All

Operating System Inaba Ac-wapu-300-p Firmware All All All All

Operating System Inaba Ac-wapu-300 Firmware All All All All

Hardware Inaba Ac-wapum-300 - All All All

Hardware Inaba Ac-wapum-300-p - All All All

Operating System Inaba Ac-wapum-300-p Firmware All All All All

Operating System Inaba Ac-wapum-300 Firmware All All All All
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References

Reference Source Link Tags

www.inaba.co.jp/abaniact/news/Wi-Fi_AP_UNIT%E3%81%AB%E3%81%8A%E3%81%91%E3%82%... MISC www.inaba.co.jp

JVN#28412757: Multiple vulnerabilities in Inaba Denki Sangyo Wi-Fi AP UNIT MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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