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Summary

CVE CVE-2023-31284

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-04 20:15:00 UTC

Updated 2023-09-14 18:15:00 UTC

Description illumos illumos-gate before 676abcb has a stack buffer overflow in /dev/net, leading to privilege escalation via a stat on a long file name in /dev/net.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Illumos Illumos-gate All All All All

References

Reference Source Link Tags

oss-security - Re: illumos (or at least danmcd) membership in the distros list MLIST www.openwall.com

oss-security - Re: illumos (or at least danmcd) membership in the distros list MLIST www.openwall.com

GitHub - illumos/illumos-gate at 16b76d3cb933ff92018a2a75594449010192eacb MISC github.com

Topicbox MISC illumos.topicbox.com

oss-security - illumos (or at least danmcd) membership in the distros list MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296099 Oracle Solaris 11.4 Support Repository Update (SRU) 57.144.3 Missing (CPUAPR2023)

https://cve.report/
https://cve.report/CVE-2023-31284/mitre
https://cve.report/CVE-2023-31284/nist
https://cve.report/CVE-2023-31284/cve_org
https://cve.report/CVE-2023-31284.pdf
http://cve.report/vendor/illumos
http://cve.report/software/illumos/illumos-gate
http://www.openwall.com/lists/oss-security/2023/09/13/5
http://www.openwall.com/lists/oss-security/2023/09/14/4
https://github.com/illumos/illumos-gate/tree/16b76d3cb933ff92018a2a75594449010192eacb
https://illumos.topicbox.com/groups/developer/T13ef186a53edeb5c-M821cc18b5884e04e16daa8fd/cve-2023-31284-buffer-overflow-in-dev-net
http://www.openwall.com/lists/oss-security/2023/09/13/4
https://www.cve.org/CVERecord?id=CVE-2023-31284
https://nvd.nist.gov/vuln/detail/CVE-2023-31284
http://cve.report/qid/296099
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