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Summary

CVE CVE-2023-31290

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-27 05:15:00 UTC

Updated 2023-05-10 15:27:00 UTC

Description Trust Wallet Core before 3.1.1, as used in the Trust Wallet browser extension before 0.0.183, allows theft of funds because the entropy is 32 bits, as exploited in the wild in December 2022 and March 2023. This occurs because the mt19937 Mersenne Twister takes a single 32-bit value as an input seed, resulting in only four billion possible mnemonics. The affected versions of the browser extension are 0.0.172 through 0.0.182. To steal funds efficiently, an attacker can identify all Ethereum addresses created since the 0.0.172 release, and check whether they are Ethereum addresses that could have been created by this extension. To respond to the risk, affected users need to upgrade the product version and also move funds to a new wallet address.

Risk And Classification

Problem Types: CWE-338

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trustwallet Trust Wallet Browser Extension All All All All

Application Trustwallet Trust Wallet Core All All All All

References

Reference

Browser Extension WASM Vulnerability Postmortem - Announcements - Trust Wallet

Comparing 3.1.0...3.1.1 · trustwallet/wallet-core · GitHub

Trust Wallet on Twitter: "1/10 Trust Wallet is built on security &amp; trust. So we're sharing a vulnerability affecting new addresses created Nov 14-23,22 using the Browser Extension. 

WASM Vulnerability, Incident Update, and Recommended Actions - Announcements - Trust Wallet

Funds of every wallet created with the Trust Wallet browser extension could have been stolen without any user interaction

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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