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Summary

CVE CVE-2023-31414

State PUBLIC

Assigner security@elastic.co

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-04 21:15:00 UTC

Updated 2023-05-11 13:43:00 UTC

Description Kibana versions 8.0.0 through 8.7.0 contain an arbitrary code execution flaw. An attacker with write access to Kibana yaml or env configuration could add a specific payload that will attempt to execute JavaScript code. This could lead to the attacker executing arbitrary commands on the host system with permissions of the Kibana process.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Elastic Kibana All All All All

References

Reference Source Link Tags

Kibana 8.7.1 Security Updates - Security Announcements - Discuss the Elastic Stack MISC discuss.elastic.co

Security issues | Elastic MISC www.elastic.co

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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