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Summary

CVE CVE-2023-31421

State PUBLIC

Assigner security@elastic.co

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-26 04:15:00 UTC

Updated 2023-11-08 14:17:00 UTC

Description It was discovered that when acting as TLS clients, Beats, Elastic Agent, APM Server, and Fleet Server did not verify whether the server certificate is valid for the target IP address; however, certificate signature validation is still performed. More specifically, when the client is configured to connect to an IP address (instead of a hostname) it does not validate the server certificate's IP SAN values against that IP address and certificate validation fails, and therefore the connection is not blocked as expected.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Elastic Elastic Agent All All All All

Application Elastic Elastic Apm Server All All All All

Application Elastic Elastic Beats All All All All

Application Elastic Elastic Fleet Server All All All All

References

Reference

www.elastic.co/community/security

Beats, Elastic Agent, APM Server, and Fleet Server 8.10.1 Security Update - Improper Certificate Validation issue (ESA-2023-16) - Security Announcements - Discuss the Elastic Stack

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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