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Summary

CVE CVE-2023-31518

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-23 20:15:00 UTC

Updated 2023-05-31 16:53:00 UTC

Description A heap use-after-free in the component CDataFileReader::GetItem of teeworlds v0.7.5 allows attackers to cause a Denial of Service (DoS) via a crafted map file.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Teeworlds Teeworlds 0.7.5 All All All

References

Reference Source

Heap use after free (read) while loading map in CDataFileReader::GetItem, datafile.cpp:406 · Issue #2970 · teeworlds/teeworlds · GitHub MISC

Fuzzing game map parsers, part 1 - Teeworlds – mmmds's blog MISC

This file contains some information about CVE-2023-31517 and CVE-2023-31518 based on teeworlds · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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