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Summary

CVE CVE-2023-31996

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-23 01:15:00 UTC

Updated 2023-05-31 00:29:00 UTC

Description Hanwha IP Camera ANE-L7012R 1.41.01 is vulnerable to Command Injection due to improper sanitization of special characters for the NAS storage test function.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hanwhavision Ane-l6012r - All All All

Operating System Hanwhavision Ane-l6012r Firmware All All All All

Hardware Hanwhavision Ane-l7012r - All All All

Operating System Hanwhavision Ane-l7012r Firmware All All All All

Hardware Hanwhavision Ano-l6012r - All All All

Operating System Hanwhavision Ano-l6012r Firmware All All All All

Hardware Hanwhavision Ano-l6022r - All All All

Operating System Hanwhavision Ano-l6022r Firmware All All All All

Hardware Hanwhavision Ano-l6082r - All All All

Operating System Hanwhavision Ano-l6082r Firmware All All All All

Hardware Hanwhavision Ano-l7012r - All All All

Operating System Hanwhavision Ano-l7012r Firmware All All All All

Hardware Hanwhavision Ano-l7022r - All All All

Operating System Hanwhavision Ano-l7022r Firmware All All All All

Hardware Hanwhavision Ano-l7082r - All All All

Operating System Hanwhavision Ano-l7082r Firmware All All All All

Hardware Hanwhavision Anv-l6012r - All All All
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Hardware Hanwhavision Anv-l6012r - All All All

Operating System Hanwhavision Anv-l6012r Firmware All All All All

Hardware Hanwhavision Anv-l6023r - All All All

Operating System Hanwhavision Anv-l6023r Firmware All All All All

Hardware Hanwhavision Anv-l6082r - All All All

Operating System Hanwhavision Anv-l6082r Firmware All All All All

Hardware Hanwhavision Anv-l7012r - All All All

Operating System Hanwhavision Anv-l7012r Firmware All All All All

Hardware Hanwhavision Anv-l7082r - All All All

Operating System Hanwhavision Anv-l7082r Firmware All All All All

Hardware Hanwhavision Pnm-12082rvd - All All All

Operating System Hanwhavision Pnm-12082rvd Firmware All All All All

Hardware Hanwhavision Pnm-7002vd - All All All

Operating System Hanwhavision Pnm-7002vd Firmware All All All All

Hardware Hanwhavision Pnm-7082rvd - All All All

Operating System Hanwhavision Pnm-7082rvd Firmware All All All All

Hardware Hanwhavision Pnm-8082vt - All All All

Operating System Hanwhavision Pnm-8082vt Firmware All All All All

Hardware Hanwhavision Pnm-9000qb - All All All

Operating System Hanwhavision Pnm-9000qb Firmware All All All All

Hardware Hanwhavision Pnm-9000vd - All All All

Operating System Hanwhavision Pnm-9000vd Firmware All All All All

Hardware Hanwhavision Pnm-9002vq - All All All

Operating System Hanwhavision Pnm-9002vq Firmware All All All All

Hardware Hanwhavision Pnm-9022v - All All All

Operating System Hanwhavision Pnm-9022v Firmware All All All All

Hardware Hanwhavision Pnm-9031rv - All All All

Operating System Hanwhavision Pnm-9031rv Firmware All All All All

Hardware Hanwhavision Pnm-9084qz1 - All All All

Operating System Hanwhavision Pnm-9084qz1 Firmware All All All All

Hardware Hanwhavision Pnm-9084rqz - All All All

Hardware Hanwhavision Pnm-9084rqz1 - All All All

Operating System Hanwhavision Pnm-9084rqz1 Firmware All All All All

Operating System Hanwhavision Pnm-9084rqz Firmware All All All All

Hardware Hanwhavision Pnm-9085rqz - All All All

Hardware Hanwhavision Pnm-9085rqz1 - All All All
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Operating System Hanwhavision Pnm-9085rqz1 Firmware All All All All

Operating System Hanwhavision Pnm-9085rqz Firmware All All All All

Hardware Hanwhavision Pnm-9322vqp - All All All

Operating System Hanwhavision Pnm-9322vqp Firmware All All All All

Hardware Hanwhavision Pnm-c12083rvd - All All All

Operating System Hanwhavision Pnm-c12083rvd Firmware All All All All
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