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CVE CVE-2023-31999
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-07-04 17:15:00 UTC
Updated 2023-07-17 18:49:00 UTC
Description All versions of @fastify/oauth2 used a statically generated state parameter at startup time and were used across all request

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Fastify Oauth2 All All

Edition Language

All All

References

Reference Source
Release v7.2.0 - fastify/fastify-oauth2 - GitHub MISC
HackerOne MISC
Prevent Attacks and Redirect Users with OAuth 2.0 State Parameters MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Link Tags
github.com

hackerone.com

authO.com
WWW.cve.org canonical
nvd.nist.gov canonical, analysis
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